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SREE SARASWATHI THYAGARAJA COLLEGE [AUTONOMOUS], 
POLLACHI 

B.Sc. (Digital & Cyber Forensic Science) degree program PEO, PO, and PSO 

 
 
PROGRAMME EDUCATIONAL OBJECTIVES (PEO) 
 
Within a year after obtaining a B.Sc. degree in Digital Cyber and Forensic Science, the 
student will be able to 
 
PEO1: Graduates are prepared to be employed in the field of cyber security and IT industries by 
providing expected domain knowledge in Cyber Security and Digital Forensic Science 
 
PEO2: Graduates are provided with practical training, and hands-on and project experience to 
meet the needs in the field of Digital and Cyber Security. 
 
PEO3: Achieve advanced knowledge in the field of Cyber and Digital Forensic Science to excel 
professionally in the industry with effective communication to work in a team.  
 
PEO4: Produce graduates who demonstrate ethical backgrounds and who can articulate the ethical 
and professional standards of the discipline. 
 
 
PROGRAMME OUTCOMES (PO) 
 
The students at the completion of the Program will be able to  
 
PO1: Identity, formulate, analyze and apply knowledge of science to provide solutions for      
complex domain-specific applications. 
 
PO2: Design innovative solutions for solving business application problems and address    
research and development issues with a passion for quality, competency, and a holistic approach. 
PO3: Demonstrate professional, social, cultural, and ethical responsibility as an individual as well 
as in a multifaceted team with a positive attitude. 
 
PO4: Communicate effectively the concepts delivered through supplications using reports, design 
documentation, and effective presentation by adapting appropriate resources and modern tools. 
 
PO5: Apply the technical knowledge to manage projects in a multidisciplinary environment by 
continually upgrading the skills towards independent and lifelong learning. 
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PROGRAMME SPECIFIC OUTCOMES (PSO) 

 
At the completion of the Program, the students will be able to  
 
PSO1: Apply the knowledge gained during the course of the program with the ability to apply   

diverse information to solve a real problem. 

PSO2: Apply the knowledge of ethical and management principles required to work in a team 

with stewardship of the society. 

PSO3: Able to apply the knowledge gained during the course of the Program in the areas of 

problem-solving, analysis, critical thinking, and analysis abilities 

PSO4: Develop a conceptual understanding of cyber laws, rules of evidence, and legal system. 

PSO5: To acquire the knowledge and develop the ability to use diplomacy and professionalism in 

group interactions throughout the sequence of courses.   

                                             
Mapping the POs with PEO 

 
POs/PEs PEO1 PEO2 PEO3 PEO4 

PO1 S S S M 
PO2 S M S S 
PO3 M M S M 
PO4 M S M S 
PO5 L M S M 

S- Strong; L- Low; M-Medium 

 
Mapping the PSOs with PEO 

 
PSOs/PEOs PEO1 PEO2 PEO3 PEO4 

PSO1 S S M M 
PSO2 S M M M 
PSO3 M S M S 
PSO4 S S S S 
PSO5 M S S S 

 

S- Strong; L- Low; M-Medium 
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UG programmes are conducted with a minimum total of 140 credits 

Summary of UG Courses Pattern and Credit Distribution in Choice Based Credit System as given 
under 

( UG DCFS Programme – 2023 - 2024) 
 

Part Curriculum Structure No. of 
Courses 

Credits to 
be earned 

I Language  04 12 

II English 04 12 

III 

Core Courses [CC] 19 72 

Generic Elective Courses [GE] 04 12 

Discipline Specific Elective Courses [DSE] 04 12 

IV 

Skill Enhancement Courses [I,II,V,VI] 04 08 

Non Major Elective Courses [III,IV] 02 04 

Ability Enhancement Courses [III,IV] 02 04 

Value Based Courses [EVS & VE] [I.II] 02 04 

Extension Activity - Grade  

 Total 45 140 

IV 

Extra Credit Courses (2 MOOC) 
 
Basic of Computer and Networks (First Sem) 
  

02* 
 

1* 
 

04* 
 

1* 
 

Grand Total 45+3* 140+05* 
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SEMESTER I 
Part Domain Type Course Code Course Name L P T CIA ESE Tota

l 
Credit 

I LAN I T 23LAN1T10/ 
23LAN1H10/ 
23LAN1M10/ 
23LAN1F10/ 
23LAN1S10 

Language I 3 - 1 25 75 100 3 

II ENG I T 23LAN1E10 English I 3 - 1 25 75 100 3 
III CORE I T 23BFS1C10 Basics of Cyber 

Crimes 
4 - 1 25 75 100 4 

III CORE II T 23BFS1C20 Programming in C 4 - 1 25 75 100 4 

III GE I T 23BMAGGE0 Fundamentals of 
Statistics 

3 - 1 25 75 100 3 

IV NME I - NME I 2 - 0 - 75 75 2 

IV SEC I P 23BFS1S30 Programming in C 
lab, 

2 - 0 30 45 75 2 

IV AECC I T 23AECCSS10 Soft Skill I - 2 0 50 - 50 2 

ECC P 23BFS1Z10 Computer and 
Network Basics Lab - 2 - 50 - 50 1* 

TOTAL 30 255 495 750 23+1* 
SEMESTER II 

Part Domain Type Course Code Course Name L P T CIA ESE Tota
l 

Credit 

I LAN II T 23LAN2T10/ 
23LAN2H10/ 
23LAN2M10/ 
23LAN2F10/ 
23LAN2S10 

Language II 3 - 1 25 75 100 3 

II ENG II T 23LAN2E10 English II 3 - 1 25 75 100 3 
III CORE 

III 
T 23BFS2C10 Operating System 

and Networks 
4 - 1 25 75 100 4 

III CORE 
IV 

T 23BFS2C20 Python Programming 
and Data Structure 

4 - 1 25 75 100 4 

III GE II P 
23BFS2G10 

Python Programming 
for data structure 
LAB 

- 4 - 25 75 100 3 

IV NME II T NME II 2 - - - 75 75 2 

IV SEC II P 23BFS2S10 OS and Linux Lab 4 - 30   45 75 2 

IV AECC II P 23AECCSS20 Soft Skill II - 2 - 50 - 50 2 

TOTAL 30 205 495 700 23 
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SEMESTER III 
Part Domain Type Course Code Course Name L P T CIA ESE Total Credit 

I LAN III T 24LAN3T10/ 
24LAN3H10/ 
24LAN3M10/ 
24LAN3F10/  
24LAN3S10 

Language III 4 - - 25 75 100 3 

II ENG III T 24LAN3E10 English – III 4 - - 25 75 100 3 

III CORE V T 24BFS3C10 Introduction to 
Cyber Forensic  

4 - - 25 75 100 4 

III CORE 
VI 

T 24BFS3C20 Ethical Hacking 4 - - 25 75 100 4 

III CORE 
VII 

P 24BFS3C30 Ethical Hacking 
Lab 

- 4 - 40 60 100 2 

III CORE 
VIII 

P 24BFS3C40 Python for 
Networking Lab 

- 4 - 40 60 100 2 

III GE III T 24BFS3G10 AI for Cyber 
Security 

4 - - 25 75 100 3 

IV VBC I T 23DHE3V10 Value Education 
& Human Rights 

2 - - 50 - 50 2 

TOTAL 30 255 495 750 23 
 

SEMESTER IV 
 

Part Domain Type Course Code Course Name L P T CIA ESE Total Credit 
I LAN IV T 24LAN4T10/ 

24LAN4H10/ 
24LAN4M10/ 
24LAN4F10/  
24LAN4S10 

Language IV 4 - - 25 75 100 3 

II ENG IV T 23LAN4E10 English – IV 4 - - 25 75 100 3 

III CORE 
IX 

T 24BFS4C10 Cyber Forensic  5 - - 25 75 100 4 

III CORE X P 24BFS4C20 Cyber Forensic 
Lab 

- 6 - 40 60 100 3 

III CORE 
XI 

T 24BFS4C30 Cryptography and 
Network security 

5 - - 25 75 100 4 

III GE IV T 23BPY4A20 Psychology of 
Criminal 
Behaviour  

4 -  25 75 100 3 

IV VBC II T 23DHE4V10 Environmental 
Studies 

2 -  50 - 50 2 

    NPTEL       2* 

TOTAL 30 215 435 650 22+2* 
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SEMESTER V 
Part Domain Type Course 

Code 
Course Name L P T CIA ESE Total Credit 

III CORE 
XII 

T 24BFS5C10 Vulnerability 
Assessment and 
Penetration 
Testing  

4 - - 25 75 100 4 

III CORE 
XIII 

P 24BFS5C20 VAPT Lab - 6 - 40 60 100 3 

III CORE 
XIV 

T 24BFS5C30 Security 
Operation Centre  

5 - - 25 75 100 5 

III CORE 
XV 

P 24BFS5C40 Mini Project - 4 - 40 60 100 4 

III DSE I T  
Elective I  (A/B) 

4 - - 25 75 100 3 

III DSE II P  Elective II (A/B) - 3 - 40 60 100 3 

IV SEC III P 24BFS5S10 SOC Lab - 4 - 30 45 75 2 

TOTAL 30 225 450 675 24 

SEMESTER VI 

Part Doma
in 

Type Course 
Code 

Course Name L P T CIA ESE Total Credit 

III CORE 
XVI 

T 24BFS6C10 Preservation and 
Recovery of 
Digital Evidence  

5 - - 25 75 100 5 

III CORE 
XVII 

T 24BFS6C20 Malware Analysis  4 - - 25 75 100 4 

III CORE 
XVIII 

P 24BFS6C30 Malware Analysis 
Lab 

- 6 - 40 60 100 3 

III CORE 
XIX 

P 24BFS6C40 Main Project  - 4 - 40 60 100 5 

III DSE III T  Elective III (C/D) 4 - - 25 75 100 3 

III DSE IV P  Elective IV (C/D) - 5 - 40 60 100 3 

III SEC IV - 24BFS6S10 Seminar  - - 2 30 45 75 2 

III EXTN - 24BPY6X10 Extension 
Activity 

Gra
de 

- - - - - - 

TOTAL 30 
 
 

225 450 675 25 

GRAND TOTAL 180 1380 2820 4200 140+5* 

Extra Credit Course : Two MOOCs to be completed – one in Third Semester & one in 
Fourth Semester; 
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  Electives of B.Sc(DCFS) 

No Sem Elective  Type Code Course Name  
Elective A (Forensics) 

1 V I Theory 24BFS5E10 Mobile Forensic  
2 V II Practical 24BFS5E20 Network and Mobile Forensic  

Elective B(Security) 
3 V I Theory 24BFS5E30 Network Administration 
4 V II Practical 24BFS5E40 Network Administration Lab 

Elective C (forensic) 
5 VI III Theory 24BFS6E10 Forensic Audio Video Analysis 
6 VI III Practical 24BFS6E20 FAVA Lab 

Elective D (Security ) 
7 VI IV Theory 24BFS6E30 Database Security  
8 VI IV Practical 24BFS6E40 Database Security Lab 
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LIST OF NON-MAJOR ELECTIVVE COURSES TO BE OFFERED 
FOR THE ACADEMIC YEAR 2023 – 2024 

SNO COURSE CODE NAME OF COURSE OFFERING 
DEPARTMENT 

1 23BCS1N10 Office Automation BSC CS 
2 23BCS2N10 Multimedia Systems Lab BSC CS 
3 23BCA1N10 Digital Publishing Tools I BCA 
4 23BCA2N10 Digital Publishing Tools II BCA 
5 23BIT1N10 Office Automation for 

Documentation Lab 
BSC IT 

6 23BIT2N10 Office Automation for Presentation BSC IT 
7 23BFS1N10 Principles of Computer Security BSC DCFS 
8 23BFS2N10 Cyber Forensics BSC DCFS 
9 23BAM1N10 Basic Python Programming Lab BSC AIML 
10 23BAM2N10 Advance Python Programming Lab BSC AIML 
11 23BDA1N10 Data Visualization using Tableau I BSC DSA 
12 23BDA2N10 Data Visualization using Tableau II BSC DSA 
13 23BCM1N10 Practical Banking BCOM 
14 23BCM2N10 Entrepreneurship BCOM 
15 23BBC1N10 Accounting Software I BCOM CA 
16 23BBC2N10 Accounting Software II BCOM CA 
17 23BPA1N10 Personal Finance BCOM PA 
18 23BPA2N10 Basics of Stock Market BCOM PA 
19 23BAB1N10 Agricultural Marketing BCOM ABA 
20 23BAB2N10 Digital Marketing BCOM ABA 
21 23BAS1N10 Information Security BCOM BA 
22 23BAS2N10 Office Administration BCOM BA 
23 23BBI1N10 Digital Banking BCOM B&I 
24 23BBI2N10 Elements of Insurance BCOM B&I 
25 23TAM1N10 Basic Tamil I TAMIL 
26 23TAM2N10 Basic Tamil II TAMIL 
27 23TAM1N20 Advance Tamil I TAMIL 
28 23TAM2N20 Advance Tamil II TAMIL 
29 23BBA1N10 Basics of Event Management BBA 
30 23BBA2N10 Managerial Skill Development BBA 
31 23BMA1N10 Numerical Ability I BSC MATHS 
32 23BMA2N10 Numerical Ability II BSC MATHS 
33 23BEN1N10 Writing Skills for Media BA ENG 
34 23BEN2N10 Professional and Technical Writing BA ENG 
35 23BPY1N10 Psychological Wellbeing BSC PSY 
36 23BPY2N10 Psychological Self Management BSC PSY 
37 23BCH1N10 Food Chemistry BSC CHE 
38 23BCH2N10 Dairy Chemistry BSC CHE 

 


